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Application security attracts a lot of attention, but SSL encryption places a
large burden on your servers. lan Parsons can help you safely ease the load

he Secure Sockets Layer

(SSL) protocol and its succes-
sor, Transport Layer Security
(TLS), are widely-used systems
for providing secure encrypted
communications between appli-
cations using an internet proto-

col such as TCP as a transport

protocol.

Generally used for transac-
tions such as online banking,
share dealing, and online pur-
chases, SSL is supported by most
browsers and servers.

With increases in the use of
SSL in the organization, there is

a need for devices that can be
used on the company’s intranet.
These will not necessarily re-
quire the functional capabilities
of internet devices, but will re-
quire processing power and must
offload part or all of the SSL
overhead from the servers.

Array Networks TMX3000

Supplier ArrayNetworks Inc.
Price $30,600
Contact www.arraynetworks.net

his product has
two  10/100/1000
Base-T Ethernet ports
and can support up to
six gigabit links with
copper or fiber connections. The
system used a Pentium 4 processor
backed with 4096 MB of main
memory with SSL acceleration,
compression and caching options.
Array Networks describes the
TMX3000 as an application-front-
end processor. It offers anumber of
features apart from SSL accelera-
tion, including server load balanc-
ing and multiplexing as well as
clustering, all designed to appeal to
the enterprise market and fitting in
below their TM range of systems.
Installation was simple, using a
command line interface (CLI) over
a serial connection for the initial
stages. Although the system can be
administered and monitored using
this interface, Array Networks has
also provided a browser-based
interface, the “Array Pilot” system.
This can be used to manage most
aspects of the TMX3000’s opera-
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tion without resorting to the CLI.
Both interfaces are easy to use, but
the browser interface offers a more
flexible connection option over a
password-protected SSL link. The
“Array Pilot” also provides the
“Flight Deck” display to monitor
the state of the system’s operation.

Configuring the system for SSL
acceleration was straightforward
and the procedures were well docu-
mented. All the SSL parameters
can be accessed conveniently from
one place, which helps avoid errors
when configuring the system. We
had no trouble setting the system
up and configuring real and virtual
servers to match our test system.

The GUI provides ways to man-
age certificates and keys, generate
certificate requests and import new
or existing keys and certificates as
needed. Cipher suites and SSL pro-
tocol versions can also be selected.
Although all the cipher suites can
be used on real hosts, only a limited
subset can be used for virtual hosts.

The system allows for server load
balancing and we enabled this. It
allows the link between the TMX-
3000 and the servers to use SSL
encryption for added security on
the internal network, but we did not
use this. Encrypting the back-end
link is also a consideration.
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Features ok %k kv
Ease of use ok kk ok
Performance ok %k ke
Documentation ok %k kv
Support 2.8, 8. 8 A

Value for money 2. 8.0.8 9%¢

OVERALL RATING *

FORThis is a well-documented and
easy-to-configure system with plenty
of performance available.
AGAINST The restrictions on cipher
suite allocation to virtual hosts might
be a problem.

VERDICT The TMX3000 is a useful
addition to the range and well worth
further consideration.
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This is a well-documented
and easy-to-configure
system with plenty of
performance available.

lan Parsons
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